Wireless @ Johns Hopkins

Wireless Configuration Guide:
Windows 7

Additional “hopkins” wireless network instructions and requirements for Windows XP,
Vista, Mac OS X, and Linux can be found at:
http://www.it.jhu.edu/networking/wireless/

The Johns Hopkins Institutions offer the “hopkins” wireless network to faculty, staff,
students, or anyone with a valid JHED ID. The “hopkins” wireless network utilizes the
256-bit Advanced Encryption Standard (AES), and Microsoft's Internet Authentication
Service (IAS) for authentication, to provide a higher level of security and access.

Requirements for Windows 7:

1. The network card you purchase must support the 802.11b and/or 802.11g
protocol(s) as well as support WiFi Protected Access (WPA).

2. You must have the current drivers for your network card which are usually
available from the PC vendor's web site.

How do | find out my JHED account information?

The following steps will allow you to activate your JHED ID. You will need access to a
wired (ethernet) connection.

Step 1: Open a web browser and go to http://my.johnshopkins.edu.

Step 2: Click the First Time Logon tab.

Step 3: Follow the instructions on the login page to find out your Login ID and to set
your password.

Step 4: Click on Change My Info tab and fill in a valid email address. Click Save.

JHED account and Active Directory credentials should be the same except for some
grandfathered accounts. If you have issues with signing in when asked for your User ID
and password, please contact the Help Desk, (410) 955-HELP, to correct the issue.
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How to configure “hopkins” wireless for Windows 7:

Step 1: Click on the Start ICONK

Click on Network from the menu.

Documents
i Wiresharlk

= . Pictures
‘j’ Getting Started 3

. [ [VEAT
! Connectta a Projectar
i . . Computer
Micrasaft Office Cammunicatar
2007

Sticky Motes

Metwork

Connect To

Calculator

Control Panel

"*E'_jg Paint
i Default Programs

> AllProgram Help and Support

| V. Shut down I

Organize * Metwork and Sharing Center Add a printer Add a wireless device

Metwork discovergd® turned off, Metwork com

Provides network status, and gives kto change...
access to network settings.

0 Favorites

|4 Recently Changed
Puihlie



Wireless @ Johns Hopkins

Step 3: Select Manage wireless networks.

y | s+ » Control Panel b Metwark and Internet b Metwaork and Sharing Center -

Control Panel Home . . ; . :
View your basic network information and set up connectior

Manage wireless netwaorks &*: 3— Q
hange adapter settings |:| Internet
ntern

Change advanced sharing (This computer)
settings

View your active networks
You are currently not connected to any networ
Change your networking settings

‘E. Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; ©

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network

Choose homegroup and sharing options

Access files and printers located on other network computers, or ck

Step 4: Click Add.

'I ¥ Cantrol Panel » Metwork and Internet »  Manage Wireless Metworks -

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Adapter properties  Profile types  Metwork and Sharing Center

[Add a wireless network L




Wireless @ Johns Hopkins

Step 5: Select Manually create a network profile.

How do you want to add a network?

ANk Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
L for the network en your computer. You need te know the network name (55I0) and
ecurity key (if applicable).

o™ Create an ad hoc network
& This creates a temporary network for sharing files or an Internet connection

Step 6: For Network name, enter hopkins. For Security type, select WPA-Enterprise.
For Encryption type, select AES. Click the Next button.

Enter information for the wireless network you want to add

Metwark name: hopkins
L Security type: [WPA—Enter_p-:ise - ]
Encryption type: [E,AES v]
Security Key: | | [ Hide characters

Start this connection autormatically

[T Cannect even if the netwark is not broadcasting

Warning: If you select this option, vour computer’s privacy might be at risk.

[ Net ]| cancel |
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Step 7: Select Change connection settings.

Successfully added hopkins

= Change connection settings
l Open the connection properties so thatI can change the settings.
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Step 8: Make sure the first box is checked. Select the Security tab at top.

i B
hopkins Wireless Metwork Properties ﬁ

Zonneckion | Security |

Marne: hopkins
S510; hopkins

Mebworlk bype: Access paink

Metworl, availabilicy:  all users

onnect automatically when this network is in range
[7] Connect to a more preferred network if available

[ Connect even if the netwark is not broadcasting its name {S510)

[ Ok 1 [ Cancel
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Step 9: For Security type, select WPA-Enterprise. For Encryption type, select AES.
Choose PEAP for authentication method. Check the box for “Cache user information.”
Click on Settings...

- ™
hopkins Wireless Metwork Properties ﬁ

Connection | Security |

Security bype: ['-.-'-.-'F‘A-Enterprise wd ]

Encrvplion bype: [.ﬁ.ES 'v]

Choose a network, authentication method:
| Micrasoft: Protected EAP (PEAF) *| | settings

Remember my credentials For this connection each
kime I'm logged on

Advanced setkings

[ Ok ] I Cancel
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Step 10: Check “Validate Server Certificate.” Check “Equifax Secure Certificate
Authority.” Select “Secured password EAP-MSCHAPV2.” Check “Enable Fast
Reconnect.” Click on Configure...

Protected EAP Properties Iﬁ

When connecting:

-

[¥] validate server certificate

|| Connect to these servers:

Trusted Root Certification Authorities:

[ lass 3 Public Primary Certification Authority -
[] Entrust.net Secure Server Certification Authority [ '
[¥] Equifax Secure Certificate Authority W |
[] Equifax Secure Global eBusiness Ca-1 M
[7] cElobalsign Rook Ca

[7] =TE CyberTrust Global Root

[] Hetpe fhomen  vealicest, comy -
1 [ i [

|:| Do nok prompt user o authorize new servers or trusted
certification authorities,

Select suthentication Method;

ISe-:urEu:I password (EAP-MICHAR v2) *l I Configure. ..

[#] Enable Fast Reconnect

[T1Enforce Metwork Access Protection
=

|| Cisconnect if server does nok present cryptobinding TLY
[ ] Enable Identity Privacy

[ 84 ] [ Cancel
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Step 11: Uncheck the box next to “Automatically use my Windows logon” Click OK,

r ™
EAP MSCHAPY2 Properties e |

YWhen connecting:

Fl Automatically use my YWindows logon name and
pagzword [and domain if any].

[ Ok _][ Cancel ]

Click OK on Protected EAP properties box.
Click OK on hopkins wireless network properties.
Go to main desktop

s ¥

Step 12: Click on the Additional information is required to connect to hopkins.

Ak Additional information is needed to connect hopkins. * *
Click to provide additional information.

N i
w Wy %08 AM

Step 13: For User name, enter your JHED _ID.
For Password, enter your JHED password.
For Logon domain, enter WIN.

Note: You may also be prompted to choose a location for this network.

Windows Security M

—— -

MNetwork Authentication

Please enter user credentials

| WINHED_ID |

| ok || cancel
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Step 14: Launch Internet Explorer, Firefox, or your favorite web browser to complete
the logon process. You must have a valid URL, such as http://www.google.com. You
will be redirected to your homepage, after a brief splash of the page below.

_;? hitp://www.google.com/ - Windows Internet Explarer e o[

& | httpy fweanw.google.com) > Emll p Live Search P~ :_
- < Favorites | 5h @] Suggested Sites v ] Web Slice Gallery +
|g http:/ fwanw.google.com/ | Mo v [ @@ v Pagev Safety= Tools~ (@~

-~

You are being redwected to the network authentication page.
If vou are not redwrected automatically, then please chick HEEE

Done 0 Internet | Protected Mode: On

You are now on the network!

10



Wireless @ Johns Hopkins

JHARS Reqistration Required for First-Time Users:

Step 15: Open a new web browser window. If this is your FIRST time connecting to a
wireless network at Johns Hopkins, you will be directed to our JHARS registration
website. If you are not redirected, please type http://jhars.nts.jhu.edu. Click Log On to
continue.

"_',é JHARS: The Johns Hopkins Mdregjﬁ,g}gn

[E=SEIEE
ndows Inemet eplorer M. =

o s I http:/ v google.com/ ~ | 1| X ||| Live Search £ -|
U pi/ /v 9909
| W -'lJHARS: The Johns Hopkins Address Registration 5., |_| ﬁh B - r,_é:l v |2k Page v {; Tools = .
Hopkins Enterprise Network Architecture and Design ‘

JHARS: The Johns Hopkins Address
Registration System

To enter The lohns Hopkins Address Registration System (JHARS) you must be
authenticated, The link below will take you to the Log On screen. You will first be
asked, howewver, to accept a security certificate, ensuring that your communication of
credentials is encrypted. Click 0K, when the dialog box pops up,

Log On

Done / €D Intemet | Pratected Made: On L% v

Step 16: You may be prompted by a certificate warning, depending on what version and
type of web browser you are using. Please click Continue to this website.

@*teﬂfﬁcate Error: Navigation Blockedt Windows Internet Explorer &@I@lﬂ
@U ) |§, https://jhars.nts jhu.edusjhars/ default.cfm L | "f| A | Live Search J

n 2 — e »
b 4 |@ Certificate Errar: Mavigation Blocked | f-} ~ B ~ @& |k Page v i Tools «

s
|@ There is a problem with this website's security certificate

The secunty cerfificate presented by this website was not issued by a trusted certificate authority
The secunty certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or ntercept any data you send to the
server

We recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpagea

& Continue to this wehsite {not recommended).

@ Moreinformation

“ https://jhars.nts. jhu.edu/hars/ default.cfm € Internet | Protected Mode: On L 00% -

= - ==

11



Wireless @ Johns Hopkins

Step 17: Enter your JHED logon credentials and click Login to access the registration
process.

f? Joh_rgs_ Hopkins En!erp__rise nit - y. - nows _Intemet\E_)(pll\qre‘r LEI@M
i ,-‘-\,;-.. \ —

e

E i i PLiveSearrh el

i Favorites | 5 ] Suggested Sites v @] Web Slice Gallery =

— 5 »
|§Johns Hopkins Enterprise Authentication - v5.1.1-... | i M v B v 2 o v Pagev Safetyv Toolsv @+

'@' To help protect your security, Internet Explorer has blocked this website from displaying content with security certificate errars. Click here for X
options...

JOHNS HOPKINS i

ENTERPRISE
AUTHENTICATION

LoGIN ENTERFRISE LOGIN INFO | FORGOT PASSWORD?

Plsasa sniaryaurJHEDHD and Passvord Welcome to the Johns Hopkins Enterprise Login.
First Tirne JHED Users Click Here
The purpose of Johns Hopkins Enterprise login is to provide a single sign on

JE |D:!JHED_ID | functionality for our customers to access many applications with just one log in.

| Single sign-on (3507 is a mechanism whereby a single action of user

Password:l"“""l authentication and authorization can permit a user to access all computers and

Forgot Password? systemns where he has access permission, without the need to enter multiple
passwords. Single sign-on reduces human errar, a major component of
gystems failure and is therefare highly desirable but difficult to implement.
ogin

We also have a Frequently Asked Questions section available far more
infarrmation and help.

]|

'@' afntemetLPmtecte:FMode: On 3 ~| H100s - _
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Step 18: Click on Register DYNAMIC IP.

r - - 1 :
€ IHARS: The Johns Hopkins Address Registration System - Windows Int@qfﬁﬁmlgrﬁr :

G-

pTr— — r s >
W ‘ & JHARS: The Johns Hopkins Address Registration 5... I ‘ - v m |k Page v {Ji Tools =

JOHNS HOPKINS

JHARS: The Johns Hopkins Address Registration System

. — — —

Live Search P - |

m

IP Address Acquisition:

JHARS will permit your desktop or laptop to connect to the Johns Hopkins network via a dynamic or
static IP address. Most users will only require a dynamic IP address to get started, Please choose to
register a dynamic IP address or to request a static IP address.

ister DYNAMIC IP J Register a dynamic IP address for your workstation/laptop

Request a static IP address/ONS entry for your server, printer, or other
equipment

Register STATIC IP
Subnet Migration Schedule

I |__a 0 Internet | Protected Made: On o100 -

Step 19: Select your Equipment Type and Operating System and click Next.

gJHARS: The Johns Hopkins Address Registration System - Windows Internet Exp]:rer

G- E

r— = - 5
b 4 | & JHARS: The Jahns Hopkins Address Registration S... l ] - ~ = v [k Page v i} Taals =

JOFINS HOPKINS

JHARS: The Johns Hopkins Address Registration System

Register For A Dynamic IP Address

MNote: b

1. This is a one time registration process per system.
2. The system you are registering must be properly configured for DHCP,
2. vou will be regquired to reboot the system after the registration process is complete,

Choose your Equiprment Type and Operating Systerm from the drop-down boxes below,

Equipment Type: :

Laptop -
Operating System:
Windows “ista -

N'TE: Please bhe patient -- this process could take a few seconds to complete
Color indicates reguired field.

You are now in Administrative Mode.
Please remember to Log Off when done. |

E e Internet | Protected Maode: On L 1 [
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Step 20: For Building, select your campus and the Wireless option. For example:
Homewood — Wireless JHU. For Room, please enter your office number, if applicable.
Click Submit Request.

- — =
fJJHARS: The Johns Hopkins Address Registration System - Windows Internet Explorer _— o [ B [
@ Q = *:"" . W Live Search o |

= — £ = »
A | @ JHARS: The Johns Hopkins Address Registration S... | & - ~ dwh ~w > Page v~ {} Tools »

JOHNS HOPKINS [

JHARS: The Johns Hopkins Address Registration System

Register For A Dynamic IP Address

Username: JHED User
MAC Address: aa bbccddeeit

Equipment Type: Laptop

Operating System: Windows Vista

CampusiLocation: Homewood

Choose yvour building from the drop-down box below and enter the room number.

You must be registering the system from the building you select.,

| Building:

Homewood -- Wireless JHU -
Room:

Office #

| Submit Request |
NOTE; ase be patient -- this process could take a few seconds to complete.
Cuol icates required field.

= now in Administrative Mode.
nember to Log Off when done.
[ @ Internet| Protected Mode: On #1002 -

Step 21: Please Reboot to conclude the registration process.

JHARS: The lohns Hopkins Address Registration System - Windows Internet Explorer = L
P g Y P
-

— e i o -
S

| | Live Search 2 - |
—_— - . >
* afie | @ IHARS: The Johns Hopkins Address Registration 5. l | @T -7 S Ij Page -« .@ Taoals =

JOHNS HOPKINS '

JHARS: The Johns Hopkins Address Registration System

Register For A Dynamic IP Address

Submission complete.

You must now reboot the system to complete the registration process. After reboot, you will have access to
the Hopkins network. If yvou experience any problems, please call the Hopkins Support Center at: 410-516-
HELP.

Return

You are now in Administrative Mode,
Please remember to Log Off when done.

\|Done [l & Internet | Protected Mode: On 0% -
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Where do | get additional help?

Technical Assistance

Garland Hall Basement
Hours M-F 8AM-5PM

Krieger Computer Lab

Krieger Hall Room 160
Hours Sunday 10AM-Friday

10PM, Saturday 10AM-10PM
Contact the Support Center at:

(410)955-HELP [(410)955-4357]  Johns Hopkins East Baltimore
(410)516-HELP [(410)516-4357]  Johns Hopkins Homewood Campus
(443)997-HELP [(443)997-4357]  Johns Hopkins Mount Washington
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